Procédure Installation et configuration Suricata dans pfsense:

Pour commencer rdv dans System = Package Manager - Available Package, et chercher Suricata installer le :

\ M pfSenssbarcarinice - System: Pacl X == - =] X

& ¢ CEEEED bies//10.10.10.1/pkg_mgrphp Resumer@ a5 A 77 f= 8" -+ M Comversston

Fisense

COMMUMITY EDITION

System / Package Manager / Available Packages Q
Installed Packages Available Packages
R ——
Search term suricatd Both v Q search
Enter a search string or *nix reqular expression to search package names and descriptions
Name Version Description
suricata 7.08.5 High Performance Network 1DS, IPS and Security Monitoring engine by OISF. o+ inatall

Package Dependencies

@ suricata7.0.1

pfSense Netgate. View license.

Ensuite rdv dans Services = Suricata = General Settings : Sélectionnez les options suivantes ensuite
pour les régle ou vas utiliser Snort. Rdv sur le site https://snort.org/ crée vous un compte et dans

Uonglet download vous verrez les noms des derniéere version copier-coller la dans Snort Rules
Filename sur pfsense. Ensuite pour le Snort Oinkmaster code rdv dans votre compte snort sur votre
profil vous y trouverais votre Oinkcode.

Please Choose The Type Of Rules You Wish To Download

Install ETOpen Emerging ETOpen is a free open source set of Suricata rules whose coverage is Use a custom URL for ETOpen downloads
Threats rules more limited than ETPro
Enabling the custorn URL option will force the use of a custom usersupplied URL when dovmlcading ETOpen rules
Install ETPro Emerging . ETPro for Suricata offers daily updates and extensive coverage of Use a custom URL for ETPro rule downloads
Threats rules current malware threats
>n rules, so the ed and are disa when the ETPro rules
stom URL option will force m user-supplie vhen downloading ETPro
Install Snort rules Snort free Registered User or paid Subscriber rules Use a custom URL for Snort rule downloads
Sign Up for a free Registered User Rules Account
Sign Up for paid Snort Subscriber Rule Set (by Talos)
Enabling the custom URL option will force the use of a custom user-supplied URL when dovmicading Snort Subscriber rules
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the rules tarbal

Example: snortn
DO NOT specify patible with Suricata and will break your installation
IS"Drt Oinkmaster Code I
Obtain & snort org Oinkmaster code and paste it here
Install Snort GPLv2 The Snort Community Ruleset is a GPLv2 Talos-certified ruleset that Use a custom URL for Snort GPLv2 rule downloads
Community rules is distributed free of charge without any Snort Subseriber License

restnctions
are a Snort Subscriber Rules custol er), the community

i there is no benefit in adding this ru

y and is a subset

1 into your dowmnload of th

Install Feodo Tracker ~) The Feodo Botnet C2 IP Ruleset contains Dridex and Emotet/Heodo botnet command and control servers (C&Cs) tracked by Feodo Tracker.
Botnet C2 IP rules

Install ABUSE ch SSL ) The ABUSE ch SSL Blacklist Ruleset contains the SSL cert fingerprints of all SSL certs blacklisted by ABUSE.ch
Blacklist rules



Les régles vont étre mis a jour toute les 6h, Ensuite activer Geolite2, Pour acount ID et licence Key
crée un compte sur https://www.maxmind.com/ aller dans 'onglet Manage Licence Key et généré une

nouvelle clé :

Rules Update Settings

Idea!e Interval 6 HOURS v I
Please select the interval for rule updates. Choosing NEVER disables auto-updates
Hint: In most cases, every 12 howrs is a good choice
Update Start Time 00:00
minutes value. Rules w at the interva
of 00:08 and choosing 12 Hours for the interval, the rules will update
rom large numbers of
Live Rule Swap on Update () Enable “Live Swap” reload of rules after downloading an update. Default is Not Checked
when enabied, Suricata will perform a live load of the new rules following an update instead of a hard restart. If I55ues are encountered with live load
uncheck this option 1o perform a hard restart of all Suricata instances following an update.
I GeolLite? DB Update Enable downloading of free Geolite? Country IP Database updates Default is Not Checked I
when enabled, Suricata will automatically dow 3 for the free Geolite2 country IP database
If you have a subscription for more current GeolP2 updates, uncheck this option and instead create your own process to place the required database
file in Juss/local/shars/suncata/Geolite?/
Geolite2 DB Account ID 1304644
—
To utilize the free MaxMind GeoLite2 GeolP functionality, you must register for a free MaxMind user account. Use the GeolP Update version 3.1.1 or
newer registration option.
|Ge°l-"¢*2 DB License Key fee e e ) |

- 3 .
To utilize the free Maxdind GeoLite2 GeolP functionality, you must register for a free MaxMind user account. Use the GeolP Update version 3.1.1 or
newer registration option.

Ensuite pas besoins de trop toucher a General Settings et cliquer sur Save :

Remiove Blocked Hosts 1 HOUR v
nterval Please select the amount of time you would llke hosts blocked. Note this setting is only applicable when using Legacy Mode blocking! This
setting is ignr_\'ed when using Inline IPS Mode
Hint: in most cases, 1 hour is & good choice
Log to System Log Copy Suricata messages to the firewall system log
Log Facility LOCAL1 ~
Salect system log facility to use for reporting. Default is LOCAL1
Log Priority NOTICE v
Select systemn log Pricrity (Level) to use for reporting. Default is NOTICE
Keep Suricata Settings g Settings will not be removed during package deinstallation
After Deinstall
rlenr Blocked Hosts After Click to clear all blocked hosts added by Suricata when removing the package. Default is checked.
Deinstall

Rdv Dans U'onglet Interface cliquer sur Add Sélectionner votre interface WAN :

General Settings

Enable

Interface

Description

Checking this box enables Suricata inspection on the interface.

WAN (em0) v
Choose which interface this Suricata instance applies 10. In most cases, you will want to choose LaN here if this is the first Suricata-configured
interface

WAN

Enter a meaningful description here for your reference. The default is the pfSense interface friendly description


https://www.maxmind.com/

Sélectionner cette configuration cela vs nous permettre de connecter Wazuh plus tard :

Logging Settings

Send Alerts to System
Log

Log Facility

Log Priority

Enable Stats Collection
Enable HTTP Log

HTTP Log File Type

Append HTTP Log
Log Extended HTTP Info
Enable TLS Log

Enable File-Store

Enzble Packet Log

Enable Verbose Logging

@ suricata will send aderts from this interface to the firewall's system log.
NOTE: the FreeBSD sysleg daemon will automatically truncate experted messages to 480 bytes max.

LOCAL1 v

Select aystem log Faclity to use for reporting, Default is LOCALT

NOTICE ~

Select systen log Pricrity (Level) to use for reporting. Default is NOTICE
[0 Suricata will periodically gather performance statistics for this interface, Default is Not Checked

@ Suricata will log decoded HTTP traffic for the interface. Default is Checked.

Reqular W
Select "Regular® to leg to a conventional file, or choose UNIX "Datagram” or "Stream’ Socket to log bo an existing UNIX sockel Default is ‘Regular”
Suricsts will append-to instead of clearing HTTP log file when restarting. Default is Checked
Suricata will log extended HTTP information. Default is Checked.

71 Suricata will log TLE handshake traffic for the interface. Default is Mot Checked.

[0 Suricata will extract and store files from application layer streams. Default is Not Checked. WARNING: Enabling file-store will consume a significant
amount of disk space on a busy netwark?

[ Suricata will log decoded packets for the interface in pcap-format. Default is Mot Checked. This can consume a significant amount of disk space
when enabled. Use the Packet Log Gonditional setting below to select packets for capture

) Suricata will log additional information te the suricata.bog file when starting up and shutting down. Default is Not Checked.

Sélectionner bien Block Offenders c’est ce qui vas bloquer les adresse IP guand un scan ou une

attaque et effectuer m’était le mode IPS en Inline Mode pour bloquer casi instantanément lorsqu’une

attaque et effectué :

Alert and Block Settings

Block Offenders

IPS Mode

Kill States

Which IP to Block

Block On DROP Only

IP Pass List

Enable Passlist
Debugging Log

Checlang this option will automatically block hosts that generate a Suricata alert

Legacy Mode v

Select blocking mode operation. Legacy Mode inspects copies of packets while Inline Mode inserts the Suricata inspection engine into the network
stack between the NIC and the OS. Default |5 Legacy Mode

Legacy Mode uses the PCAP engine to generate copies of packets for inspection as they traverse the interface. Some “leakage” of packets will occur
before Suricata can determine if the traffic matches a rule and should be blocked. Inline mode instead intercepts and inspects packets before they :
handed off to the host network stack for further processing. Packets matching DROP rules are simply discarded (dropped) and not passad to the host
network stack. No leakage of packets occurs with Inline Mode, WARNING: Inline Mode only works with NIC drivers which properly support Netmap!
Supported drivers include: bnxt, cc, cxgbe, exl, em, ena, ice, igb, ige, ix, ixgbe, ixl, lem, re, vmx, vtnet. If problems are experienced with Inline Mode,
switch to Legacy Mode instead.

Checking this option will kill frewall states for the blocked IP. Default is Checked.

BOTH v

Select which IP extracted from the packet you wish to block. Choosing BOTH is suggested, and it is the default value.

Checking this option will Insert blocks only when rule signatures having the DROP action are triggered. When not checked, any rule action (ALERT or
DROP) will generate a block of the offending host. Default is Not Checked

Passlist_Lab v

Choose the
List are ne

ass List you want this interface to use. Addresses in a Pass
blocked. Select "none” to prevent use of 2 Pass List

The default Pass List adds Gateways, DNS servers, locally attached networks, the WAN IP, VPNS and VIPs. Create a Pass List with an alias to

customize whitelisted IP addresses. This option will only be used when block offenders is en. Choosing “none” will disable Pass List generation

. Checling this option will enable detailed Passlist operations logging to file /var/log/suncata/suricata_em060761/passhist_debug log. Default is Not
Checked



Laisser le bloc « Performance and Detection Engine Settings » avec les paramétre par défaut qui

suffise amplement pour notre lab vérifier bien le mode de promiscuité et bien cocher et Sauveguarder
la conf:

Promiscuous Mode Suricata will place the monitored interface in promiscuous mode when checked. Default is Checked

Ensuite dans WAN Catégorie cliquer sur Select All puis Save :

~ B pfSencebarcarin.loc - Services Sur X = _ o x
& C EREEENTED) siips/110.10.10.1 fsuricatafsuricata_rulesets.phpZid=0 Résumer () 25 C A 17 v= (8" - M Conversation

WAN Settings WAN Categories WAN Rules WAN Flow/Stream WAN App Parsers WAN Variables WAN IP Rep

Automatic flowbit resolution

Resolve Flowbits Auto-enable rules required for checked flowbits

Defaultis Checke icata will 1rule ca or checked flowbits. Any rules that set these dependent
flowbits will be auto
View rules
Click to view auto-enabled rules reg it dependencies
Note: Auto-enabled rules generating unwanted alerts should have their GID:SID added to the Suppression List for the interface.

Snort IPS Policy selection

Use IPS Palicy Use rules from one of three pre-defined Snort IPS policles

st be using

5 opliof

if enabled

n the Global Sattir

Select the rulesets (Categories) Suricata will load at startup

(-8 Category i3 aute-enabled by SID mgmit conffiles
e-Categnry s aute-disabled by SID Mgmt conf files

Enabled Rulesat:

Snort GPLv2 Community Rules (Talos-certified)

Enabled Ruleset: Default Rules Enabled Ruleset: ET Open Rules Enabled Ruleset: Snort Text Rules
app-layer-events.rule: emerging-activex rules snert_includes. rules

Ensuite rdv dans Update vérifier que cela ressemble a peut prés a ceci et cliquer sur Update vérifier
ensuite que la MAJ a bien réussi sinon cliquer sur Force puis update :

Flisense

COMMUMIFY E0ITION

Services / Suricata / Updates

Interfaces Global Settings Updates Mlerts Blocks Files Pass Lists

Suppress Logs View Logs Mgmt 31D Mgmt

Sync IP Lists

INSTALLED RULE SET MD5 SIGNATURES

Rule Set Name/Publisher MDS Signature Hash MDS Signature Date

Emerging Threats Open Rules cd72be14256961007498ca0472577166 Friday, 27-Feb-26 12:34:14 CET
Snort Subscriber Rules 262c1362a402a7aa76faB08{142c5a03 Friday, 27 Feb-26 123415 CET
Snort GPLv2 Community Rules 7a55064c22e0ce5ef9971732249f520 Friday, 27-Feb-26 12:34:15 CET
Feodo Tracker Botnet C2 IP Rules Not Enabled Not Enabled

ABUSE.ch SSL Blacklist Rules Mot Enabled Not Enabled

UPDATE YOUR RULE SET

2026 12:34

MANAGE RULE SET LOG

W Clear



Ensuite rdv sur votre machine attaquant faite un nmap pour scanner Uinterface WAN de PfSense puis
rdv dans block pour vérifier quelle apparait bien dans les adresses bloquer : EX de commande nmap
sudo nmap -sS -Pn -T4 --max-retries 1 --min-rate 500 -p 1-1000 @IP_A_SCANNER :

¥ PC Client [En fonction] - Oracle VirtualBox = a X
Fichier Machine Ecran Entrée Périphériques Aide Machi Ecran Entrée Périphériques
s v
v B pfSense.barcarin.loc - Services: Sui X “+ = (] X . I
lali@kali: ~
o .. 4ha ,z R 8 O 2 N -~ @* ™ c 3 ; j it Vi
“ (@] Non sécurise JATSSLIRTIR] Résumer(f) s QO A 3 = & o Conversatior Session Actions Edit View Help

Flisense

OMML DITION

Services / Suricata / Blocked Hosts o
esponse)
Interfaces  Global Settings Updates Alerts Blocks Files PassLists Suppress Logs View lr‘u :‘Z”;
S C d ¢ CS S chnik/Oracle

LogsMgmt SIDMgmt Sync IPLists

Blocked Hosts Log View Settings

Save or
Remove Hosts

Nmap done:
nds

Save Settings Refresh

Default is O

Note: Only bloc s or inline IPS
dropped 1P ad
Blocked IP Block Date/Time Block Alert Description Block Rule GID:SID Remove Block
10.02.15 Q 02/27/2026 1310118  ET SCAN NMAP -8S window 172009582 X

/2026 13:06:38 1024 12022973

026 12:36:38 ET INFO Possible Kali Linux 12022973

2612:29:59 hostname in DHCP Request 12009582

1

02/27/2026 12:06:38 Packet

Vous pouvez aussi vous rendre dans Alerts et constatez que le scan a créé une alerte et que si j’essaie
d’accéder au serveur web dans ma DMZ ¢ca m’est impossible :

&8 pC Client [En fonction] - Oracle VirtualBox

Fichier Machine Ecran Entrée Périphériques Aide Fichier Machine Ecran Entrée Périphériqu

U B omPoF |1 2 3 4|8

lali@kali: ~

~ T pfSensebarcarinloc - Services: Sus X

« ¢ CREE

Plisense

coMMUN on

.
"h Conversation Session Actions Edit View Help

ki //10.10.10.7 /suri

Vi

OffSec  KaliLinux # Kali Tools

Services/ Suricata/ Alerts ]

Interfaces  Global Settings Elocks iles PassLists

ess  Logs View

LogsMgmt SIDMgmt Sync  IPLists

Alert Log View Settings

Instance to WAN) WAN b
View

up) scanned in 4.31

The connection has timed out

Save or
Remove Logs " The server at 10.0.2.4 is taking too long to respond.
ed I face wil g
aove Setings Retesh

»refresh a Default is ON

Alert Log View Filter (-]
Last 250 Alert Entries. (Most recent entries are listed first)

ith highlighted rows

ered by DROP rules that resulted in dropped (b

Pri Proto  Class DPort  GID:SID

L sy 4 1=]st 9,“}”‘*:‘



Sivous avez beaucoup d’alerte et de blocage pour rien a cause des Checksum notamment rdv dans
alerts et cliquer sur ce bouton ¢a ajoutera une lighe a Suppress List ce qui vas masquer les alertes
que vous trouverez inutile.

Last 250 Alert Entries. (Most recent entries are listed first)

Mole: Alerts triggered by DROP rules that resulted in dropped (blocked) packets are shown with highlighted rows
below
Dale Action Pn Proto Class Sre SPart D=t DPort GI:SID
02/27/2026 1 UDF Potential 10.0.2.15 68 10022 &7 i 7 2
13:11:38 Coporate. QU [F X Q™ E [¢
Privacy K
Vielation

Pour terminer ou installe le Service_Watchdog pour que si Suricata Tombe pour une quelconque
raison Suricata redémarre automatiquement :

< C (ERIESTEY) bips//10.10.10.1/pkg_mgr.php @ as Q A T 7= 3’ ','I Conversation
ﬁsense Systern ~ Interfaces - - VPN ~ Status ~ Diagnostics - Help ~
COMMUNITY EDITION
System / Package Manager/ Available Packages (-]
Installed Packages Available Packages
Search term watchdog Both v

Enter a search string or *nix regular expression to search package names and descriptions.

Name Version Description

Service_Watchdog 187 4 Manitors for stopped services and restarts them

Allé ensuite dans Service = Service_watchdog - add Service ajouter le service suricata et voila c’est

fini :
ﬂsense Systern - Interfaces - Services ~ VPN - Status - Diagnostics ~ Help -
COMMUNITY EDITION
Services / Service Watchdog / Add (-]
Service to Add suricata: Suricata IDS/IPS Daemon v

Select a service to add to the monitoring list.

Et voila Suricata et installer configurer tester et marche trés bien Bravo !!!



